self leaming made easy

CISSP

(Certified Information Systems Security Professional)
Total Questions: 1,375

Last Updated: Aug 18, 2008

Document version: 8.27.11


http://www.techexams.ws/�

TeC hxcms : Certified Information Systems Security Professional

Thanks for purchasing techXams’ Study Guide,

techXams’ study guide is a comprehensive compilation of questions and answers that have
been developed by our team of certified professionals. In order to prepare for the actual exam, all
you need is to study the content of this guide. An average of approximately 10 to 20 hours should be
spent to study this guide and you will surely pass your exam. It's our guarantee.

Disclaimer

Neither this guide nor any material in this guide is sponsored, endorsed or affiliated with any of the
respective vendor. All trademarks are properties of their respective owners.

Guarantee

If you study this guide properly and still unable to pass the exam, please send us a scanned copy of
your official score at: refund@techeXams.ws. We will happily reimburse the cost of this study guide
or send you an exchange of study guide of your choice free of cost.

Feedback

If you find any possible improvement, then please do let us know. We are always interested in
improving the quality of this product. Feedback can be send at: feedback@techeXams.ws

Copyright

techXams holds the copyright of this material. techXams grants you a limited license to view and
study this material, either for personal or commercial use. Unauthorized reproduction or distribution
of this material, or any portion thereof, may result in severe civil and criminal penalties, and will be
prosecuted to the maximum extent possible under law.
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Question: 1.

Ensuring the integrity of business information is the PRIMARY concern of

A. Encryption Security
B. Procedural Security.
C. Logical Security
D. On-line Security

Answer: B

Explanation:

Procedures are looked at as the lowest level in the policy chain because they are closest to the
computers and provide detailed steps for configuration and installation issues. They provide the
steps to actually implement the statements in the policies, standards, and guidelines...Security
procedures, standards, measures, practices, and policies cover a number of different subject areas. -
Shon Harris All-in-one CISSP Certification Guide pg 44-45

Question: 2.

Which one of the following actions should be taken FIRST after a fire has been detected?

A. Turn off power to the computers
B. Call the fire department

C. Notify management

D. Evacuate all personnel

Answer: D
Explanation:

Protection of life is of the utmost importance and should be dealt with first before looking to save
material objects. Shon Harris All-in-one CISSP Certification Guide pg 625

Question: 3.

Which one of the following is the Open Systems Interconnection (OSI) protocol for
message handling?

A. X.25

B. X.400
C. X.500
D. X.509
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Answer: B

Explanation:

nforms to layer 7 of
thernet, X.25, TCP/IP,

An ISO and ITU stand
the OSI model and su
and dial-up lines. - ht

Question: 4.

Which of the follo ion and pattern
matching?

A. Lack of ability
B. Lack of learnin
C. Inability to run
D. Requirement t

Answer: B

Explanation:

ive; the knowledge
attacks often go
2rized by high false
create data noise that
networked system

. -Ronald Krutz The

Disadvantages of Kno
database continually
unnoticed. Disadvant
alarm rates. High pos
makes the system un
might not be static e
CISSP PREP Guide (go
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Question: 5.

Digital signature u hority, which

A. Certifica
B. User's private
C. Name of secure cha
D. Key authorization and ia¢
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Answer: A

Explanation:

to X.509 contain the
yer (from the

1 by the certificate
ation of the

es and times - a

te is valued);

s the public key

he actual public key
SP Study Guide by title

The key word is 'In c
following data: Versic
certificate creator);
authority to digitally
certificate authority t
starting date and tim
Subject's name (cont
contained in the cert
of the certificate ow

Question: 6.

Why are macro vir

A. Active content
B. The underlying
C. Only a few ass
D. Office templat

Answer: B

Explanation:

Macro Languages en:
so easy to use, many
Certification Guide p

these languages are
I-in-one CISSP
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Question: 7.

Tracing violations,

D. accountabi

Answer: D
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Explanation:

Auditing capabilities ensure that users are accountable for their actions, verify that the security
policies are enforced : : as investigation tools.
- Shon Harris Allin- o

Question: 8.

ength, and origin-
?

Which one of the f
destination patter

A. Masking analy
B. Protocol analy

Answer: C

Explanation:

ployed by an intruder
ncy, and so forth) and
ation transmitted) to
uide (gold edition) pg

Traffic analysis, whic
that involves analyazi
the patterns of tran
infer information tha
323

Question: 9.

In which situation
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C. Where counte
D. Where data bz
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Explanation:

Emanation eavesdroppmg Recelpt and dlsplay of mformatlon which is resident on computers or
terminals, through t by those computers or
terminals. The U.S. g ddressed this problem
by requiring a shield ployed on computers
processing sensitive he CISSP PREP Guide
(gold edition) pg 416

‘ Question: 10.

In which state mus t instructions?
A. User mode
B. Stateful inspec
C. Interprocess cc
D. Supervisor mo

Answer: D
Explanation:
ctions. (privileged

s authorized to use
255

A computerisin a suy
instructions are exec
those instructions.) .

Question: 11.

All of the following

A. definition of t
B. statement of r¢
C. statement of a
D. statement of p
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Explanation:

Policies are considered the first and highest level of documentation, from which the lower level
elements of standard inlgl : does not mean that
policies are more im blicies, which are the
more general policies for strategic reasons,
and then the more ta > Guide (gold edition)
pg 13

Question: 12.

What set of princip

A. Authentication
B. Individual acco
C. Need to know,
D. Audit trails, li

Answer: C

Explanation:

“In addition to the CI
tenants that should b
security solution. T
accountability, nonrey

cepts, principles, and
olicy and deploying a
ation, authorization,

Question: 13.

Why do vendors pu
customers to down

patches for their
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A. Recipients can

B. Recipients can ownloading the

Answer: A
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Explanation:

If the two values are different, Maureen knows that the message was altered, either intentionally or

unintentionally, and s
one-way hash functio
IT still produces a 128
than MD4. The MD5 ¢
and makes several of|
level of security .
- Shon Harris All-in-o

he goal of using a
swer version of MD4.
it harder to break

g the hash functions
ity to provide a higher

Question: 14.

Which one of the f¢ ant can be issued?
A. There is a prob
B. There is an exp
C. There is proba
D. There is a writ

Answer: D

Explanation:

"If a computer crime
should be conducted
records and system Ic
warrants are issued
search a location for ¢

liminary investigation
amining the audit
rred....Search

legal authorization to
old edition) pg 436
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Question: 15.

system are ana
C. a formal static tra
Control rules.

D. a means of restricting acce
They belong.

pes a set of access

of subjects and groups to which
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Answer: A

Explanation:

TBSEC provides guide
address basic securit
system and how trust
criteria developed lat
to design necessary f
413.

SEC guidelines

e functionality of a

d not separated, as in
oducts or by vendors

| pg.

Question: 16.

Which factor is crit

A. Data classificat
B. Information o
C. Change contro
D. System design

Answer: A

Explanation:

\Iso Biba integrity
nsure confidentiality
dding, strict access
ersonnel

object integrity,

of confidentiality

on, and isolation.” Pg
2rized by the three
ers.2.) The data is

A Integrity is depende
model relies on data
against possible threz
control, rigorousauth
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confidentiality canno
include sensitivity, di
145 Tittel: CISSP Stud
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Audit trails based up¢

A. intrustion detection threshd
B. individual accontabbility

C. audit review critera

D. individual authentication
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Answer: B

Explanation:

sponsible for their

e proper individuals.
on the network.

st events. -Ronald

Accountability is anot
actions. This accounta
Accountability is supp
Audit trails can be use
Krutz The CISSP PREP

‘ Question: 18.

Which one of the fo
(IPSEC) based virtuz

t Protocol Security

A. Brute force
B. Man-in-the-mic
C. Traffic analysis
D. Replay

Answer: B

Explanation:

Active attacks find ide
negotiation. The attac
has revealed its ident
revealed its identity b
system. The attackee
before it gave its iden
all legitimate access t«
http://msgs.securepo

esponder in the

ee until the attackee
r the attackee has
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other side failed

use it would prevent
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