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spent to study this guide and you will surely pass your exam. It’s our guarantee. 
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Question: 1  

In the OSI model, which of the following layers would be the cause of a session time-out 
while browsing the web?  

A. Layer 2  
B. Layer 3  
C. Layer 5  
D. Layer 7  

 
 
 
Question: 2  

A network technician is installing a small wireless network. A requirement is that 
individual users must authenticate using usernames and passwords. Which of the 
following technologies would support users authenticating with encrypted usernames and 
passwords?  

A. WPA TLS  
B. WPA PEAP  
C. 64-bit WEP  
D. 128-bit WEP  

 
 
 
Question: 3  

Which of the following is a topology used in networks for its scalability?  

A. Bus  
B. Star  
C. Mesh  
D. Ring  

 
 
 
Question: 4  

101. Which of the following cable types are the MOST widely used in a corporate gigabit 
network scheme?  

A. CAT5  
B. CAT6  
C. CAT1  
D. CAT3  
 
 

 

Answer: C  

Answer: B  

Answer: B  
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Question: 5  

A company needs the ability to run a network that can handle 30Mbps data transfer 
speeds but also needs to keep the cost of installing the network down.Which of the 
following cable types would BEST meet the companys needs?  

A. CAT5e  
B. CAT1  
C. CAT6  
D. CAT3  

 
 
 
Question: 6  

Which of the following devices will segment a network and help cut down on network 
congestion?  

A. Gateway  
B. Hub  
C. Switch  
D. Repeater  

 
 
 
Question: 7  

A client wants to extend the range of their wireless network without running wires 
throughout the small office. Which of the following could be implemented with the LEAST 
administrative effort?  

A. Install an 802.11n router and change all NICS to match.  
B. Install an additional router to help with congestion.  
C. Install a WAP in the middle of the office.  
D. Install a repeater at the end of the office.  

 
 
 
Question: 8  

A user has a small network of four computers that they want to connect to a single cable 
modem. Which of the following devices would allow the user to do this?  

A. Four port switch  
B. Four port wireless router  
C. Four port WAP  
D. Four port hub  

Answer: B  

Answer: A  

Answer: C  

Answer: C  
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Question: 9  

A network device that is used to connect multiple devices without segmenting a network 
is a:  

A. hub.  
B. router.  
C. switch.  
D. bridge.  

 
 
 
Question: 10  

An RJ-11 connector is capable of having up to how many pins?  

A. 2  
B. 4  
C. 6  
D. 8  

 
 
 
Question: 11  

Which of the following is the length of a MAC address?  

A. 24bit  
B. 32bit  
C. 48bit  
D. 64bit  

 
 
 
Question: 12  

Which of the following is used to simplify the process of setting up a network and the 
administration of the network?  

A. DNS  
B. ZEROCONF  
C. WINS  
D. SNMP  
 
 

 

Answer: B  

Answer: A  

Answer: C  

Answer: C  

  

N
10-004 D

em
o Exam

 

http://www.techexams.ws/exams/n10-004.do�


N10-004: CompTIA Network+ (2009 Edition) Exam 

 
© Copyright www.techeXams.ws 2008 Practice Exams, Printable, Audio Trainings, Study Guides 
 

 

5 
 

 
 
Question: 13  

Which of the following cables would a technician make in order to identify a physical 
interface problem?   

A. Serial  
B. Loopback  
C. Rollover  
D. Console  

 
 
 
Question: 14  

Which of the following is part of the IP protocol suite and is used to monitor network 
managed devices?   

A. SMTP  
B. LDAP  
C. SMB  
D. SNMP  

 
 
 
Question: 15  

Which of the following transfers data at a maximum rate of 44.7Mbps?  

A. T1  
B. T2  
C. T3  
D. T5  

 
 
 
Question: 16  

A technician wants to remotely log into an office computer using remote desktop. The 
technician needs to do this in a secure manner. Which of the following would accomplish 
this?  

A. VPN  
B. Tagged packets  
C. VLAN  
D. Telnet  
 

 

Answer: B  

Answer: B  

Answer: D  

Answer: C  
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Question: 17  

Which of the following commands would provide the following output? DNS request 
timed out. timeout was 2 seconds.*** Cant find server name for address 172.30.0.5: 
Timed out*** Default servers are not availableServer: UnKnownAddress: 172.30.0.5DNS 
request timed out. timeout was 2 seconds.*** Request to UnKnown timed-out  

A. ipconfig  
B. nslookup  
C. netstat  
D. winipcfg  

 
 
 
Question: 18  

Which of the following command and switch combination would provide the following 
output? Interface:  

172.30.0.102 --- 0x2 Internet Address Physical Address Type 172.30.0.5 00-30-48-82-72-8c dynamic  
A. arp -a  
B. netstat -a  
C. arp -s  
D. netstat -s  

 
 
 
Question: 19  

Which of the following commands is used to provide the output below in a Windows 
environment? 1 * * * Request timed out. 2 * * * Request timed out. 3 * * * Request timed 
out.  

A. nbtstat  
B. netstat  
C. ping  
D. tracert  

 
 
 
Question: 20  

Which of the following actions should the administrator do FIRST to help 
access a gigabit connection?   

A. Change the CAT5 cable to a CAT3 cable.  
B. Change the CAT5 cable to a CAT6 cable.  

Answer: A  

Answer: B  

Answer: A  

Answer: D  
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C. Change the CAT3 cable to RG-58 cable.  
D. Change the CAT5 cable to a CAT5 Crossover cable.  

 
 
 
Question: 21  

Which of the following outlines the purpose of using a proxy server in an enterprise 
environment?  

A. Allows the administrator to block malicious attacks on the network  
B. Allows the user to access hard to find websites  
C. Allows the client to get a fixed IP address when added to the network  
D. Allows granular control over the traffic between the local LAN and the Internet  

 
 
 
Question: 22  

Which of the following utilities shows the relationship between a MAC address and the 
corresponding IP address?  

A. arp  
B. nslookup  
C. tracert  
D. ipconfig  

 
 
 
Question: 23  

Internet connectivity for a company is mission critical. The technician must be notified if 
the Internet router has failed. Which of the following is the BEST method to monitor this 
device?  

A. SFTP  
B. SLIP  
C. SMTP  
D. SNMP  

 
 
 
Question: 24  

A second network card in a server that activates if the primary card fails is an 
example of which of the following network performance optimization?  

A. Load balancing  
B. QoS  

Answer: B  

Answer: D  

Answer: A  

Answer: D  
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C. High availability  
D. Fault tolerance  

 
 
 
Question: 25  

Which of the following frequency ranges does 802.11a operate at?  

A. 2.4GHz  
B. 4.9GHz  
C. 5GHz  
D. 54GHz  

 
 
 
Question: 26  

Which of the following is the standard data transmission rate for an OC-3 line?  

A. 44.74Mbps  
B. 51.84Mbps  
C. 155.52Mbps  
D. 622.08Mbps  

 
 
 
Question: 27  

Which of the following is an advantage of 100Base-FX over 100Base-TX?  

A. Ease of installation  
B. Uses a more durable cable  
C. Faster transmission speeds  
D. Longer cable runs  

 
 
 
Question: 28  

Which of the following is an advantage of 100Base-T over 100Base-FX?  

A. Longer cable runs  
B. Faster transmission speeds  
C. Can be used in a topology  
D. Uses a more flexible cable  
 
 

 

Answer: D  

Answer: C  

Answer: C  

Answer: D  
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Question: 29  

Which of the following protocols provides the actual encryption used over VPN?  

A. SSH  
B. PPTP  
C. HTTPS  
D. PPP  

 
 
 
Question: 30  

100Base-TF uses which of the following types of cabled medium?  

A. Ethernet implementation over fiber  
B. Ethernet implementation over coaxial  
C. Ethernet implementation over ThickNet  
D. Ethernet implementation over ThinNet  

 
 
 
Question: 31  

Which of the following cable standards has the highest effective range at a greater 
expense?  

A. 1000Base-SX  
B. 1000Base-CX  
C. 1000Base-T  
D. 1000Base-LX  

 
 
 
Question: 32  

The below output is from which of the following utilities? Active Connections Proto Local 
AddressForeign AddressState TCP COMPUTER1:1085 172.30.0.5:3389ESTABLISHED TCP 
COMPUTER1:1089172.30.0.5:microsoft-dsTIME_WAIT   

A. ping  
B. netstat  
C. nslookup  
D. ipconfig  

 
 
 

Answer: D  

Answer: B  

Answer: A  

Answer: D  
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Question: 33  

The below output is from which of the following utilities? Interface: 172.30.0.104 --- 0x2 
Internet AddressPhysical AddressType 172.30.0.500-30-48-82-72-8cdynamic 
172.30.0.25400-30-48-82-65-0edynamic   

A. netstat  
B. arp  
C. nbtstat  
D. ping  

 
 
 
Question: 34  

A technician is troubleshooting a workstation that is connected to a star network. The 
technician determines that the workstation is unable to connect to the network resources. 
Which of the following should be checked FIRST?  

A. The installed network drivers  
B. The link lights on the server network card  
C. The link lights on the network card  
D. The link lights on the switch  

 
 
 
Question: 35  

A user reports that the wireless network is slow and is able to see and access shared 
folders that are unknown to the user. Which of the following is the cause of the problem?  

A. The SSID broadcast is disabled.  
B. Wireless router is improperly configured.  
C. The user is connecting to the wrong SSID.  
D. The wireless NIC is defective.  

 
 
 
Question: 36  

Which of the following network devices filters packets based on rules that have been 
configured for it?  

A. Layer 2 switch  
B. Firewall  
C. Hub  
D. Bridge  

Answer: B  

Answer: B  

Answer: C  

Answer: C  
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Question: 37  

Which of the following is considered a connection-oriented protocol?  

A. UDP  
B. SPX  
C. TCP  
D. IP  

 
 
 
Question: 38  

Which of the following will have problems functioning if a firewall has been set up to 
block all UDP traffic?  

A. The Internet  
B. A server database application  
C. A VoIP device  
D. A network printer  

 
 
 
Question: 39  

Which of the following network protocols is needed to ensure that users can type in a 
FQDN instead of the IP address?  

A. DNS  
B. FTP  
C. WINS  
D. IMAP4  

 
 
 
Question: 40  

Which of the following is a utility that translates the IP address to its physical network 
address?  

A. netstat  
B. rarp  
C. arp  
D. nslookup  
 

 

Answer: B  

Answer: C  

Answer: C  

Answer: A  
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Question: 41  

Which of the following is a utility that translates the physical network address to its IP 
address?  

A. rarp  
B. nslookup  
C. netstat  
D. ping  

 
 
 
Question: 42  

When using the ping utility, which switch pings a network device until stopped?  

A. ping -s 3  
B. ping -t  
C. ping -a  
D. ping -r 3  

 
 
 
Question: 43  

Which of the following ipconfig switches will display when the lease was obtained?  

A. /displaydns  
B. /renew  
C. /all  
D. /release  

 
 
 
Question: 44  

Which of the following would limit the availability of the types of sites that users on a LAN 
have access to?  

A. A DC server  
B. A proxy server  
C. A DNS server  
D. A DHCP server  
 
 
 

 

Answer: C  

Answer: A  

Answer: B  

Answer: C  
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Question: 45  

Which of the following is the MOST likely cause of a wireless connection drop-off in a 
wireless G network?   

A. Cellular interference  
B. FM Radio  
C. Cordless phones  
D. AM Radio  

 
 
 
Question: 46  

Which of the following security mitigation techniques is the MOST effective against zero-
day attacks?   

A. Update antivirus definitions  
B. MAC filtering  
C. Effective security policies  
D. User awareness training  

 
 
 
Question: 47  

A client purchases a new wireless printer and wants to be able to bond it to their PDA. 
Which of the following technologies BEST describes the type of wireless printer that was 
purchased?  

A. Bluetooth  
B. WiFi  
C. 802.11a  
D. IEEE 1394  

 
 
 
Question: 48  

A client is using a device that allows them to synchronize their wireless device to their 
computer, but the device must be within 3 feet (1 meter) in order for the synchronization 
to complete. Which of the following BEST describes the type of wireless 
device being used?  

A. Serial  
B. Bluetooth  
C. Infrared  

Answer: B  

Answer: C  

Answer: D  

Answer: A  
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D. WiFi  
 
 
 
Question: 49  

Which of the following devices uses the IEEE 1394 standard?  

A. Parallel  
B. FireWire  
C. iSCSI  
D. USB 2.0  

 
 
 
Question: 50  

A companys web server is located in a climate controlled environment, with multiple 
power supplies, and a UPS to provide the maximum uptime available. Which of the 
following would allow the company the BEST opportunity to increase network uptime for 
the web server?  

A. Upgrade all switches to Gigabit speed  
B. Upgrade the outbound NIC to a gigabit card  
C. Install an additional Router  
D. Install additional NICs  

 
 
 
Question: 51  

A companys network is wired in a bus topology and one of the computers is unable to 
access the network. Which of the following is the FIRST step in the troubleshooting 
process?  

A. Check the cable connections.  
B. Replace the cable.  
C. Reinstall the NIC driver.  
D. Replace the NIC.  

 
 
 

Answer: C  

Answer: B  

Answer: D  

Answer: A  
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